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March 1st, 2010
To:  Iowa Racing and Gaming Commission Licensees

The Iowa Division of Criminal Investigation Cyber Crime Unit is assisting the FBI-Omaha Division Cyber Crime Task Force with an ongoing investigation relative to a compromise that occurred on January 26, 2010 affecting the Iowa Racing and Gaming database.

The compromise took place January 26, 2010, when the state firewall functionality was circumvented due to network routing changes and a licensing database was breached.  The information potentially released by the breach may include information contained on a licensee’s occupational license application, specifically name, social security number, date of birth etc.

The FBI and the Iowa DCI are working with the Iowa Department of Administrative Services - Information Technology Enterprise’s Information Security Office relative to this ongoing investigation.

There is no additional information to provide at this time.

Sincerely,

JOHN F. QUINN, Director

Division of Criminal Investigation
Charis M. Paulson
CHARIS M. PAULSON, Assistant Director
DCI Gaming Operations Bureau
DIVISION OF CRIMINAL INVESTIGATION ( 215 EAST 7TH STREET ( DES MOINES, IOWA 50319 ( PHONE 515-725-6010 ( FAX 515-725-6020

Integrity ( Pride/Professionalism ( Teamwork ( Commitment ( Service


